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ABSTRACT

The paper deals with an online safety mechanishefme
interactions between a diagnoser and a contrel fiéir fault
tolerant control of manufacturing discrete systeribe
diagnoser observes the plant behavior whereas dhiot
filter ensures the safety from the controller. Tlaisline
interaction is based by events communication wtibee
control law is never reconfigured. The proposedaggh is
applied to CISPI platform from the CRAN laboratory
(Research Center for Automatic Control of Nancy).

1. INTRODUCTION

cois.petin}@univ-lorraifn

(SCT) based on synthesis controller (Ramadge and
Wonham, 1989), that enables automatic generatiothef
controller from the specification, and the uncolha
behavior of the plant. Most of the time, those geisig
approaches make two strong assumptions: the behakio
plant devices is not faulty and the designed coéniso
exactly the same as the program that is implementetthe
control devices (i.e. code generation deviationscode
modifications by maintenance agents are not coreilje

These assumptions being not realistic in practcsecond
approach complements the safe design activitiesthigy
development of online barriers like diagnosis dtefing

control. Diagnosis of manufacturing systems aims at

Engineering systems become more and more compléx agjetecting unsafe behavior of the plant and locaijzine

consequently, faults are more and more presentcande
undesired behaviors. Diagnosis information can |dzel
user in its decision for maintenance or reconfiara(Nke
and Lunze, 2011), but can also allow fault tolerzotrol.
The aim of diagnosis approaches is to detectedsatated
with certainty a fault. After this step, it is nesary to
reconfigure the controller in order to guaranteee th
dependability and safety but also to propose atHaulérant
Control (FTC) in a degraded mode (Blanke et alQ30
(Paoli et al., 2011, Brown and Vachtsevanos, 2011).

Ensuring safety of manufacturing system contralisently
based on two complementary approaches: controlglesi
activities with the objective to avoid unexpectezhéviors
and safe design activities by the development dinen
barriers.

First one, we focus on the control design actigitigth the
objective to avoid unexpected behavior. Two main
approaches are suggested in this way (Faure anagées
2001): (i) control validation and verification (V&V
(Roussel and Faure, 2002), (ii) Supervisory Contiodory

First Author et al. This is an op-access article distributed under
terms of the Creative Commons AttributiBr0 United States Licen:
which permits unrestricted use, distribution, aegroduction in ar
medium, provided the original author and sourcecesdited

components that are involved in the behavioral atéwi
(Sampath, 1995). Control filtering aims at avoidithgit a
PLC program provokes plant damages, whatever the PL
program (Marangé, 2008, Riera et al., 2012). Therfis
placed between the controller and the plant andbiiish
potential dangerous evolutions by checking a setabéty
constraints. Nevertheless, the diagnosis and ther fare
formally built from models of process behavior.
Consequently, hypothesis that the information frame
process is correct is made. At least, if the phafutation is
unknown, automatic procedures implemented by cobntro
fitering and diagnosis may be not efficient. Thiase
generally requires the intervention of human expert
analyze the unknown situation of the plant, andtake
emergency decision to drive back the plant in attde
states.

The aim of this paper is to propose an approackTid
where diagnosis provides information about the tplarthe
filter; and vice-versa. Control laws are never rdigured
but the system must always be in safety situati@mks to
the filter even in case of plant fault. Models bE tplant
devices behavior as well as the control rules can
described as Discrete Event Systems (DES), i.aamdjcal
systems with discrete state spaces and event-driven

b
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transitions (Cassandras and Lafortune, 1999). Toposed
approach provides similar results in term of débecto
classical approaches (Sampath, 1995, Debouk,,e2G00,
Wang et al., 2007 ...) but it continues to improve fafety
even in presence of faults thanks to the conttelrfi

The paper is organized as follows. In section 2, féwlt
tolerant control architecture proposed is presemtét a
diagnosis and a filtering control sub-sections. eadhmark
is studied with results in section 3 before to dode and
propose some future works.

2. FTC ARCHITECTURE

From the previous discussion, diagnosis approactesse

hypothesis that controller information is safe vy 4.

filtering controller approaches are supposed freaolts.
The figure 1 presents the FTC architecture. Coritxel,
diagnoser and filter are present in a Remote Teaiimit

(RTU) as a Programmable Logic Controller (PLC) for
example. The diagnoser does not use directly tHersrsent

by the controller but the orders validated by titterf which
set to allows to guarantee the orders correctrfdss, the
filter confirms orders according to the plant infation
(value of sensors/actuators) and the plant stdieedeby
the diagnoser. User can send requests but alsositaaéion
awareness thanks to filter and diagnoser.

Sensor Value

Request

—_—

Validated
Order Plant

Order
—

Request

State of the filter

Behavior of the plant

iagnoser
RTU o

Figure 1. FTC Architecture

2.1.Diagnoser

1. From the plant components, decomposition is made to

obtain local models called Plant Elements (PESPEA

describes all possible mechanical evolution of the

component independently of the controller.

2. From each PE, local desired behavior is extracted.

Temporal information, obtained by excited events
simulation, is added to enrich the model. The tesul
an automaton called Normal Behavior Model (NBM).

3. The third step identifies, from each normal stafe o

NBMs, faults which can occur and composes the

abnormal model by adding of labeled states to obtai
local diagnosers (2 Faults are grouped according to
the failing component (sensor/actuator) into parii.

A High Level Diagnoser from global specificatiorss i
done for uncertainty cases.

Diagnosers are implemented as online observersiPLC.
User’s decision is given thanks to the set of |dabéls.

A local diagnoser is a special case of an obsehatrcarries
fault information by means of labels attached tatest.
These labels indicate the types of faults that hbgen
occurred. A local diagnoser is considered as aeneed
automaton: P= (X O Xpgi, Zo, O, X0, Ti, I;)) Where:

* X is the set of normal states of NBM
¢ Xpg is the set of faulty states,
e Z,is the set of observable events by the PE

e 3: X xZ — X O Xpr Is the transition function with
the expectedd,;) and unexpected)) functions from a
state,

*  Xp is the initial state,
* T, is the set of interval time where transition fuoks
are expected betweemit tma,

« | is the set of decision functions of the local dieser
D; with ;(x) the decision function of the statewhich
can be one or more fault labels {Fj}. The setsaifufre
events corresponding to partitions, noféd

In industrial processes, a manufacturing systemais |ndeed, the methodology is dependent of the control

functional chain composed of a controller that smignals

specification (step 2) and if the controller is safe or if it

to a plant and receives sensor values. This ex&hanghanges, then diagnosers can return a bad dedisitme

between controller and plant represents the onteniable

information available online. Since a diagnosetdfned as

first case or must be reconstructed in the secase.cTo
have diagnosis independent from the control, diagnads

an observer of the system, it is necessary to b& t gptained from the behavior of PE and the additibrihe

information to rebuild behaviors through models.
From literature (Sampath, 1995, Qiu, 2005), ceizidl

possible faulty events.

From decentralized diagnosers, a transition functdp

approaches appear as unthinkable for large and le@amp corresponds to a logical expression composed byhall
systems. As manufacturing system is composed Ofyents. It is possible to define all transitiondtions by the
mechanical components (actuators/sensors), a @ty 2" possibility (with n: number of events and intes)al
to obtain a decentralized diagnosis approach, abqik, et  However, the mechanical structure of components thad

al., 2000, Wang et al., 2007, Kan et al., 2010) foyse of fiters make it impossible some combinatiofsr
manufacturing systems with discrete sensors anda®s  example, only one interval time can be activate

has been developed in previous works (Philippot@adté-  simyitaneously, or thanks to the control filter, popite
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depends on the granularity of the local modelsdisb on
the performance of the control filter. These diagpre are
independent of the controller specification in stsucture
thanks to the control filter but not in the defioit of the set
of intervalT;.

The choice of an automaton to represent a locandiser

permits to compose a library of commonly components

However, this model can be translated as Markovncba
Causal Temporal Signature under some hypothesis.

2.2.Control Filter

The control filtering consists in interlacing atdit between
the plant and the control law to inhibit the evios that
can lead the system to a dangerous situation ferabprs
and production resources. This aim is to ensuré¢ tia

The set of constraints CS is considered as negessar
sufficient to guarantee the safety. In this apphoat is
assumed that safety constraints can always bes@amed as

a monomial and depend on the uncontrollable and
controllable variables (&t t-1, t-2..). Filter stops has to
stop the process in a safe situation if a safehstaint is
not respected.

CSsandCSccan be represented respectively by equation (1)
and equation (2) which are Boolean monomial fumsiand
have always to be False at each PLC scan tirgg, ahd
Ncse are respectively the number of simple safety
constraints and the number of combined safety cainss.

N, is the number of outputs.

vm € [1'NCSS]' Ik e [1, No]/

CSsm = [1(0k, Eue) = 0 1)

controller outputs¥,), are legal according to plant safety. It ¥n € [1,N¢sc], 31 (k, L, ...) € [1, No]withk =1 # -/

means that, for each new evolution of actuatorguiut

CScy, =10k, 01y e, Zye) = 0 2)

vector (att), the filter verifies that these outputs are There are 2 forms of Simple Safety Constraid8sbecause

compatible with the plant state perceived by meafs
uncontrollable variableE,. (inputs sensors (&tt-1, t-2..),
previous outputs (atl, t-2..), observers (at t-1, t-2..)).

The filter is built according to a set of logicabrstraints
that must be satisfied to let the outputs getting af the
control filter. It is based on the use of safetystoaints,
which act as logical guards placed at the end efRhC
program, and forbids sending unsafe controllablents/to
the plant (Marangé et al. 2008), (Riera et al., 4901
Constraints (or guards) are always modeled wittpthiet of
view of the control part (PLC), and it is assumbdttthe
PLC scan time is sufficient to detect any changeshe
input vector (synchronous operation, possible siamgous
changes of state of PLC inputs).

Safety constraints are expressed in the form obgicél
monomial function (product of logical variables, [s )
which must always be equal to 0 (FALSE) at each Bt&h
time in order to guarantee the safety. It is comsd in this
work that the initial safe state for all the actuat () is
defined to O.

Initially, the constraints are defined in order éasure a
permissive control, and it is assumed that, withfther, the
system remains controllable. In other words, fiassible to
design a controller which matches the specificatidror
example, considering the previous hypothesis attmusafe
initial state, a filter which resets all outputssife but does
not ensure the controllability. Some guards invaveingle
output at timet (simple safety constraint€S3, other
constraints involve several outputs at tirhgcombined
safety constraint€Sg. Constraints require the knowledge
of 2. and X, at the current timé and possibly previous
times (presence of edgel) for instance noted *). Hence,
the filter requires a memory function.

they are expressed as a monomial function, and anéy
involve a single output at timtgequation (3) or (4)):

vm € [1'NCSS]' EIN S [1,N0]/

CSsp, = Ok-hOm(Zuc) (3
Xor
CSsm = 0-hym (Zuc) 4)

These simple safety constrain@®S3 express the fact that if
hom (Z4¢c) which is a monomial (product) function of only
uncontrollable variables at, is TRUE, o, must be
necessarily FALSE (equation (3)) in order to keépe t
constraints equal to 0. H,,,(Z,.) is TRUE, o, must be
necessarily TRUE (equation (4)).

For each output, it is possible to write equatids) (
corresponding to a logical OR of all simple safety
constraints.

T cSsi = T2 (folonZu)) =0 (5)

fsx(0r, Zyc) is a logicaly [T function independent of the
other outputs att because onlyCSs are considered.
fsk(0r, Z,c) can be developed in equation (6) whege
andf,,, are polynomial functions (sum of productsf] )

of uncontrollable variables. Equation (6) has alsv&y be
FALSE because all simple safety constraints must be
FALSE at each PLC scan time.

fsk(ok' Zuc) = Ok-fsok(zuc) + 0_k fslk(zuc) =0 (6)
Taking into account alCSs it is possible to write equation

).

25 CSsi = 24 (0k- fook Cue) + Ok ik (L Zu0)) = 0 (7)
The definition of constraints set is not formal ahd filter
robustness must be verified. In (Marangé, 2008) (&idra
et al.,, 2012), authors proposed to enrich this expesed
approach by a formal identification of the consttaiset to
ensure its completeness.
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The use of this filter allows detecting errors tésg from
the controller by making a hypothesis on the acouod the
information resulting from the plant. Indeed, alfan the
plant can lead:

Too much restriction: sensor information is goingoe
blocked in the most critical state and the constré
not verified while the plant is not in a criticalustion.
Too much tolerant: sensor information is going ¢oi
the state which verifies all the time the constrand
thus the filter is going to allow to pass dangerorders
for the plant. This case is to be avoided.

The consideration of diagnosis information alloovsise the
filter in degraded mode. For that purpose, therméfdion
resulting from the plant is added by taking intcamt
diagnoser. When a failure arises on a sensor @carator,
the filter constraints that contain the logical iables

associated to the faulty devices becomes unreliable

Authorized signals may be forbidden, and, worséittten
signals may be authorized. Consequently, the filte
constraints must consider the occurrence of a taulot.

For every fault partition, a flag is set to true emhthe
diagnoser reaches a faulty decision state. Thig fla
determines if the considered variable can be usedthe
filter constraint (flag=0), or if an equivalent wetstructed
information must be used (flag=1). Only the sensol
information can be reconstituted by using:

the expert knowledge (timed or temporal model),
redundant information or reconstruction logics.

The property defining the dangerous situation haenb
verified using a model-checker meaning that theeffil
delivers correct inhibition and authorization evén

presence of device faults (with the assumption that
diagnoser is able to detect and localize the fault)

Moreover, as the control filter only concerns safert and
not the functional part, if the component is exajeh or
replaced, only the set of constraints correspondinghis
component must evolve. For industrial
establishment of a constraints library is feasibte.fact,
constraints sets are defined for a sub-system wipooent
interaction.

3. CASE STUDY

The approach is applied to the CISPI platform frdme
CRAN laboratory (figure 2). This platform implement
hydraulic processes involving valves, pumps anétsamnd
various transmitters (flow, pressure...). Local colérs
implement basic control loops and are involved igl@al
mode management control that enables concurreessato

PDA, mobile control...) to favor safe human/system
interactions in any place, at any instant and foy plant
operation.

Within the framework of this project, the contrdtdr and
diagnoser are implanted to bring a help during the
supervisory control of the CISPI system. To illagtr the
approach presented in this paper, an automaticevav
considerate. This valve can be closed or open by
respectivelyC and O boolean signals, and two sensors for
the open positionf¢g and for the closed positioifis¢) are
present.

Independently of the control laws, the sub-systesives
must always be in a safety mode. For this, an agsamis
made that when a fault is on an actuator, all astpuwst be
deactivated by the filter. If a fault is on a semdbe sub-
system can be tolerant to this fault.

e

Figure 2. CISPI Platform

3.1.Diagnoser

SYSteMS£om the illustrative example, the valve with sesgsc and
fso constitute one PE and it is possible to identifclre
faulty event by a label:

Sensoffscstuck to 0 (F1) or to 1 (F2)
Sensofsostuck to 0 (F3) orto 1 (F4)

Valve stuck tdsc (F5) orfso (F6) position
Unexpectedsc (F7) orfso (F9) from O to 1
Unexpectedsc (F8) orfso (F10) from 1 to O
Unexpected movement frofacto fso (F11) or fromfso
tofsc(F12)

Valve blocked betweefsc andfso (F13)

devices for start, shutdown and normal operationryree fault partitions are defined belong to:

procedures. To avoid damages and failures of thiesy as
well as the human operator's errors, this expertalen
platform promotes new forms of control organizatibiat
exploits the capacity ambient technologies (senstwork,

Sensoffsc /s = {F1, F2, F7, F8}
Sensoffsa /s, = {F3, F4, F9, F10}
Valve: M\, = {F5, F6, F11, F12, F13}
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With the consideration of the controller informaticand « 3 grey states noted F4, F9, F10 represent the mahor
thanks to the filter, the valve diagnoser is conggosf 9 states with detection and isolation of an abnormal
normal states and 16 abnormal states (Fig. 3) where behavior with certainty fromiZs,,

e 4 grey states noted F5, F6, F11, F13 represent the
abnormal states with detection and isolation of an
abnormal behavior with certainty frof,,,

6 black states describe the detection of a faultniot

the isolation (4 intermediate before isolation).

* double circle is the initial state,

e 9 white states are the normal states,

e 3 grey states noted F2, F7, F8 represent the alahorm
states with detection and isolation of an abnormal
behavior with certainty fronis,

_F10.F12 __ Fi2

F8_F11

F10

Figure 3. Valve Diagnoser

The reliability of sensors ensures to be into @tyaode «  for fso = 1 by fso = TON1
(white states). However, after the detection anthtoon of  «  for fsc = 1 by fsc = TON2
a fault (grey and black states), this diagnosematibe
anew used. Indeed, it is not possible to rely on fo v to
misinformation. That is why, it is necessary togeme the

state of the system until the fault is been coeend reset.

3.2.Control Filter ¢

Constraints take into account information of thagtiosers. 1
Information used in the filter is noted,., and diagnosis ‘“D
information is notedlefX The following flags are done:

» deffsofor the partition of valve senstso, fso
» deffscfor the partition of valve sensdisc = t
« defVfor the partition of valve actuatdf, Figure 4. Reconstruction of sensors’ information

To be tolerant on sensors’ faults, an expert kndgéeis  For a sensor fault, the plant information is repthdy
used to estimate the plant information by temporatemporal information:

information. This knowledge can be optimally ob&ainby .

FMEA (Failure Mode and Effects Analysis) and sovide fSOfuter = deffso.fso +deffso.fso (7)

a reactivity of detection. For example, figure 4owh fSCruter = deffsc . fsc + deffsc. fsc (8)
equivalent information ofso and fsc sensors information ) ) )

from a learning chronogram where the estimatedevai NO information can be estimated for outpusand O.
fsois given by a flagrtON1 when an On Delay Timer is _Consequently, orders must be deactivated by tter filven
activated, and respectively a flAgN2 for the estimated N case of faulty event by:

value offsc
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Critter = defV.C “)
Ofitter = defV.0 (10)
The set of constraints is defined as followings ltorbidden

to maintain an order when the position valve is aon

(equations (11) & (12)). It is forbidden to deaete an
order until the ending position valve is not doeguations
(13) & (14)). It is forbidden to activate an ordentil the
starting position valve is not done (equations (&5)16)).
For the combined safety constraint of equation ,(1t7)s
forbidden to activate ordefandO together:

CSs, = Cfilter-fscfilter =0 (11)
CSs, = Ofilter-fsofilter =0 (12)
CSs3 = Cf*ilter-Cfllter-fscfllter =0 (13)
CSsy = Of*ilter- Ofllter-fsofllter =0 (14)
CSss = C;ther-Cfilter-fsoftlter =0 (15)
CSse = O;ther-Ofilter-fscfllter =0 (16)
CS¢y = Cfilter- Ofilter =0 (17)

The proposed FTC approach has not been extendedl on
CISPI platforms yet. But a study has been done saola
system composed of 2 automatic valves, one pump2and
tanks. Another point of view can be also to evalutite
steady state transition probabilities as a KPl.ebd] a
repetitive sequence of normal events can provide an
indicator of the system behavior. For the momehis t
remark is not treated in these works.

Table 1: Comparison with and without FTC solution

Diag No Diag FTC (Diag

No Filter Filter and Filter)
Blocked 8 9 7
Tolerant 1 0 4
Defect 4 4 2

4. CONCLUSION

A Fault Tolerant Control approach is presented rdoan
interaction between diagnosers and filtering cdntro

WhereX*. X andX*.X represent respectively a rising and aDiagnosis design is refined using enriched inforamatrom

falling edge of an ordeX.

(13)
a4

CSs3 = C]:ilter-Cfllter-fscleter =0
CSsy = Ofuter- Oputer- fSOfuter = 0

3.3.Results and Key Performance Indicators

A first analysis shows that the system is deteetabl a
bounded delay with certainty for the defined fadttitions.
Indeed, all labels are represented in an abnorn@dé.s
However, the system is non-diagnosable with cestaibO
labels on 13 possible are isolated with certaintye(unique
label), 3 labels are with an ambiguity. For examfilés not
possible to isolate with certainty states with labg1,
F13} and {F3, F13}. Diagnostic Coverage (DC) is tla¢io
of the probability of detected dangerous failurég) (to the
probability all the dangerous failures (d). Thisaniig of

the real implemented control rules (control + vieth
constraints of the filter) while control filter befits from
using diagnose information to adapt its set of tanss
according to reliable raw or constructed informatio

In future works, when diagnosers detect a fault an
component or when the filter detects a mistake lom t
controller, a significant explanation must be given a
human operator to choose the best policy. A gralat
explanation with potential consequences is to retds last
remark, the control filter has been implemented and
extended to control design pattern on a real coxgpjstem
called CellFlex at the University of Reimswivw.univ-

reims.fr/meserp/
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