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Abstract: This paper considers the event-triggered control problem for a class of Networked
Control Systems (NCS) subject to transmission delays and stochastic deception attacks. A
new fuzzy weighted memory event-triggered mechanism is proposed to reduce the network
bandwidth consumption and data transmission rates. In this context, a new fuzzy weighted
memory state feedback controller is proposed to stabilize the closed-loop NCS. Considering the
security problem of NCS, a randomly occurring deception attack model is employed, assuming
bounded malicious signals injected by the attacker. Based on a suitable Lyapunov-Krasovskii
functional, a design methodology is proposed, in terms of linear matrix inequalities, to synthesize
both trigger parameters and NCS controller gains. Finally, a numerical example is considered to
illustrated the effectiveness of proposed results, compared to previous ones from the literature.
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1. INTRODUCTION

In the real world, control systems are often implemented
via digital platforms, where the control components (sen-
sors, controllers, actuators) are connected through a digital
communication channel. Such control topology, known as
Networked Control System (NCS), recently become an im-
portant research field. Indeed, NCSs allow to reduce imple-
mentation costs with easy installation and high reliability
(Qiu et al., 2013; Rouamel et al., 2020). In NCSs, sampled-
data control approaches are adopted in many works, e.g.
(Lopes et al., 2021; Nafir et al., 2021; Rouamel et al.,
2022). The sampling period under this scenario is often
set as small as possible to guarantee desired closed-loop
dynamics, despite a great number of redundant released
packets. However, the transmission of a large amount of
data may lead to unanticipated disadvantages, such as
network congestion, data collisions, buffer overflow, and
so may impose a huge burden on the communication
channel (Tian et al., 2019). To cope with the reduction of
released data in NCSs, Event-Triggered Schemes (ETSs)
are considered in many recent works, e.g. (Tian et al., 2019;
Rouamel et al., 2021). Usually, the triggering conditions
are based on the difference between the current sampled
signal and its last release. Hence, to avoid releasing packets
when such a difference is small, memory event-triggered
schemes (METS) have been recently proposed by con-
sidering historic released signals (memory) in the ETS
conditions, providing a good trade-off between the per-
formances of the closed-loop system and the network load
(Wang et al., 2020; Sun et al., 2021; Rouamel et al., 2021).

Moreover, it is worth noticing that NCSs can be corrupted
by cyber-attacks, leading to loss of stability guarantees and
so security breaches and impairments (Zhang and Guo,
2021). Three types of cyber-attacks are often considered
in the literature: Denial of Service (DoS) attacks, replay
attacks and deception attacks (Ding et al., 2017; Cao et al.,
2021). DoS attacks can block the communication channel.
Replay attacks usually replace the current transmitted sig-
nals by past ones. Deception attacks replace the originally
transmitted signals by malicious ones, providing harmful
consequences to the NCS security. Several recent works
have been done to cope with such issue, especially by
considering that the NCS is subject to stochastic deception
attacks, e.g. (Wang et al., 2020; Sun et al., 2021). The
design of NCS subject to deception attacks remains on
the stability analysis of closed-loop systems with input
time-varying delays, disturbed by stochastic entries. The
stability analysis is often made via Lyapunov-Krasovskii
Functionals (LKF) in the Linear Matrix Inequality (LMI)
framework, but with conservatism. Hence, relaxing the
conservatism may help to improve the resilience against
deception attacks of the designed closed-loop NCS, which
is the goal followed in the present study.

The main contribution of this paper is to propose a
new Fuzzy Weighted Memory Event-Triggered Mechanism
(FWMETM) to mitigate the network loads in NCSs, with
the design of a new stabilizing fuzzy weighted memory
state feedback networked controller, such that the robust-
ness against deception attacks is improved for the designed
closed-loop NCSs. The main idea being to schedule the ac-
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1. INTRODUCTION

In the real world, control systems are often implemented
via digital platforms, where the control components (sen-
sors, controllers, actuators) are connected through a digital
communication channel. Such control topology, known as
Networked Control System (NCS), recently become an im-
portant research field. Indeed, NCSs allow to reduce imple-
mentation costs with easy installation and high reliability
(Qiu et al., 2013; Rouamel et al., 2020). In NCSs, sampled-
data control approaches are adopted in many works, e.g.
(Lopes et al., 2021; Nafir et al., 2021; Rouamel et al.,
2022). The sampling period under this scenario is often
set as small as possible to guarantee desired closed-loop
dynamics, despite a great number of redundant released
packets. However, the transmission of a large amount of
data may lead to unanticipated disadvantages, such as
network congestion, data collisions, buffer overflow, and
so may impose a huge burden on the communication
channel (Tian et al., 2019). To cope with the reduction of
released data in NCSs, Event-Triggered Schemes (ETSs)
are considered in many recent works, e.g. (Tian et al., 2019;
Rouamel et al., 2021). Usually, the triggering conditions
are based on the difference between the current sampled
signal and its last release. Hence, to avoid releasing packets
when such a difference is small, memory event-triggered
schemes (METS) have been recently proposed by con-
sidering historic released signals (memory) in the ETS
conditions, providing a good trade-off between the per-
formances of the closed-loop system and the network load
(Wang et al., 2020; Sun et al., 2021; Rouamel et al., 2021).

Moreover, it is worth noticing that NCSs can be corrupted
by cyber-attacks, leading to loss of stability guarantees and
so security breaches and impairments (Zhang and Guo,
2021). Three types of cyber-attacks are often considered
in the literature: Denial of Service (DoS) attacks, replay
attacks and deception attacks (Ding et al., 2017; Cao et al.,
2021). DoS attacks can block the communication channel.
Replay attacks usually replace the current transmitted sig-
nals by past ones. Deception attacks replace the originally
transmitted signals by malicious ones, providing harmful
consequences to the NCS security. Several recent works
have been done to cope with such issue, especially by
considering that the NCS is subject to stochastic deception
attacks, e.g. (Wang et al., 2020; Sun et al., 2021). The
design of NCS subject to deception attacks remains on
the stability analysis of closed-loop systems with input
time-varying delays, disturbed by stochastic entries. The
stability analysis is often made via Lyapunov-Krasovskii
Functionals (LKF) in the Linear Matrix Inequality (LMI)
framework, but with conservatism. Hence, relaxing the
conservatism may help to improve the resilience against
deception attacks of the designed closed-loop NCS, which
is the goal followed in the present study.

The main contribution of this paper is to propose a
new Fuzzy Weighted Memory Event-Triggered Mechanism
(FWMETM) to mitigate the network loads in NCSs, with
the design of a new stabilizing fuzzy weighted memory
state feedback networked controller, such that the robust-
ness against deception attacks is improved for the designed
closed-loop NCSs. The main idea being to schedule the ac-
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Functionals (LKF) in the Linear Matrix Inequality (LMI)
framework, but with conservatism. Hence, relaxing the
conservatism may help to improve the resilience against
deception attacks of the designed closed-loop NCS, which
is the goal followed in the present study.

The main contribution of this paper is to propose a
new Fuzzy Weighted Memory Event-Triggered Mechanism
(FWMETM) to mitigate the network loads in NCSs, with
the design of a new stabilizing fuzzy weighted memory
state feedback networked controller, such that the robust-
ness against deception attacks is improved for the designed
closed-loop NCSs. The main idea being to schedule the ac-
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tual and memory data according to a fuzzy blending mech-
anism, which makes preponderant the actual data during
fast transients, while memory data is mostly considered
when the NCS gets closer to its equilibrium. Moreover, to
cope with the security problem of NCSs, randomly occur-
ring deception attacks are considered, i.e. where bounded
malicious signals are injected by the attacker. Based on
the proposed FWMETM, new relaxed LMIs-based design
conditions for both the trigger parameters and the NCS
controller gains will be proposed from the choice of a
suitable convenient LKF. Then, the proposed NCS design
methodology will be illustrated and compared to previous
related results through a numerical example in simulation.

Notations. In the sequel, stars * in matrices denote bloc
transpose quantities. For a square matrix M , one denotes
H(M)=M+MT . M>0 (<0) denotes a positive (negative)
definite matrix M . ∥ .∥2 stands for the L2[0,∞) norm. For

column vectors v1, ..., vn, col{v1, v2, ..., vn}= [vT1 . . . vTn ]
T
.

A finite set of r positive integers is denoted Ir = {1, ..., r}.
Also, ∀j ∈ I12, we denote the block entry matrices ej =

[ 0n×(j−1)n In×n 0n×(12n−j)n ]
T ∈R12n×n, for example: e4=

[0 0 0 I 0 0 . . . 0 0 ]
T
. Finally, for any square matrix X

and identity matrix I with the same dimension, we denote
the diagonal bloc matrix DX = diag{X . . . X  

10 times

I I}.

2. PRELIMINARIES

The block diagram of the considered NCS under the pro-
posed Event-Triggered mechanism and subject to network-
induced delay and deception attack is shown in Fig. 1.

Fig. 1. NCS under ETS and deception attacks.

In this NCS scheme, we assume that the plant to be
controlled is represented by the linear state space equation:

ẋ(t) = Ax(t) +Bu(t) (1)

where x(t) ∈ Rn and u(t) ∈ Rν are the state and input
vectors, A∈Rn×n and B∈Rn×ν are constant matrices.

We are concerned with the closed-loop stabilization of
(1) through a network from event-triggered sampled-data
state feedback under the following assumptions.

Assumption 1. The state variables are available from mea-
surements. Their values are broadcast together as single-
packets at each sampling instant to the controller device.

Assumption 2. We assume that the sensors are clock-
driven with a fixed sampling period h and the controller
and actuators are event driven from the FWMETM.

Let k ∈ N be the actual sampling number, we denote
τsck and τ cak , respectively the sensors to controller and
the controller to actuators network-induced delays, and
so τk = τ sck + τ cak the overall network-induced delay. To
mitigate the transmissions of data through the network

and so saving the its bandwidth, we propose, for the event
generator, a new FWMETM. That is to say, to decide
whether the current sampling state measurements should
be transmitted or not to the controller over the network,
the next transmission instant tk+1 satisfies:

tk+1= tk + min
l∈N⋆


lh


2

i=1

ςi(x(tk))e
T(tk−i+1)Ωie(tk−i+1)

>ρ

2
i=1

ςi(x(tk))x
T(tk−i+1)Ωix(tk−i+1)

 (2)

where, ∀i∈ I2, e(tk−i+1) = x(tk−i+1)−x(tk+lh) denotes
respectively the errors between the current (i=1) or the
previous (i = 2) released packets and the most recent
sampled instant, ρ ∈ [0, 1] is a pre-fixed event triggered
threshold, Ωi > 0 are event triggering weighting matrices
to be designed, and ςi(x(tk)) are fuzzy weighting functions
for the actual (i=1) and memory (i=2) data given as:

ς1(x(tk))=µ

1−e−λ||x(tk)||2


, ς2(x(tk))=1−ς1(x(tk)) (3)

with µ ∈ [0, 1] and λ > 0 pre-fixed, so that ς1(x(tk)) ∈
[0, µ], ς2(x(tk))∈ [1−µ, 1] and ς1(x(tk))+ς2(x(tk))=1.

Remark 1. With the FWMETM condition (2) and the
dynamics weighting functions (3), it is to be highlighted
that the parameters ρ, µ and λ can be tuned according to
the user needs. For instance, ρ can be used to mitigate
the number of realised event-triggered packets when it
is chosen as big as possible, see e.g. (Tian et al., 2019).
Moreover, when µ is chosen closed to 1, this means that
the actual data is mostly selected from the FWMETM
during the transients (i.e. ||x(tk)||2 >> 0), while memory
data are mostly selected when the system get closer to its
equilibrium point (i.e. ||x(tk)||2→0). Finally, the choice of
the decay rate λ allows to set how fast the changes occur
in the FWMETM to weight the actual and memory data.

With the considered NCS, the ZOH allows to keep the
control signal constant during the interval Iz = [tk +
τk, tk+1+τk+1), which can be divided, similarly the way
borrowed in (Yue et al., 2012), into several sub-intervals

such that Iz=
v̄

l=0 Il with:

Iz=





Il=0 = [tk+ τk, tk + h+ τk), l = 0

Il = [tk + lh+ τ̄, tk + lh+ h+ τ̄), l = 1, 2, . . . , v̄ − 1

Il=v̄ = [tk + v̄h+ τ̄, tk+1+ τk+1), l = v̄

where τ̄ =max
k∈N

τk and v̄ ∈N satisfies tk+ v̄h+ τ̄ < tk+1+

τk+1≤ tk+v̄h+h+τ̄ . Moreover, ∀t∈Iz, let τ(t)= t−tk−lh,
which satisfies 0≤ τ1 ≤ τk ≤ τ(t)≤ τ̄+h= τ2 and τ̇(t) = 1.
Hence we can write x(tk+ lh) = x(t− τ(t)) and, in this
FWMETM context, we propose the following sampled-
data control law with fuzzy weighted memory action:

u(t)=

2
i=1

ςi(x(tk))Kix(tk−i+1)

=
2
i=1

ςi(x(tk))Ki(x(t−τ(t))+e(tk−i+1))

(4)

where K1,K2∈Rν×n are gain matrices to be synthesized.

Moreover, in this paper, we assume that the communica-
tion network is vulnerable to an attacker who can alter the
transmitted information. In this context, we assume that
the system’s state x(tk) can be captured by the attacker,
which replace it by an aggressive signal f(x(tk)), released
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ςi(x(tk))Kix(tk−i+1)

=
2
i=1

ςi(x(tk))Ki(x(t−τ(t))+e(tk−i+1))

(4)

where K1,K2∈Rν×n are gain matrices to be synthesized.

Moreover, in this paper, we assume that the communica-
tion network is vulnerable to an attacker who can alter the
transmitted information. In this context, we assume that
the system’s state x(tk) can be captured by the attacker,
which replace it by an aggressive signal f(x(tk)), released

in a random way. When such deception attacks occur,
the faked signal would join in the buffer of the controller
together with the true signal. It is hard to distinguish the
faked signals from the non attacked one. To get rid of this
dilemma, similarly to what is proposed in (Wang et al.,
2020), the following assumption is made.

Assumption 3. At every released instants, the event gener-
ator will packet a historic released signal {x(tk), x(tk−1)}
and send them together to the controller.

In this case, under randomly occurring deception attacks,
the control law (4) is modified as:

u(t)=(1− σ(t))
2∑

i=1

ςi(x(tk))Ki(x(t−τ(t))+ek−i+1(t))

+ σ(t)

2∑
i=1

ςi(f(x(tk)))Kifi(x(tk))

(5)

where σ(t) ∈ {0, 1} is the occurring function of the
deception attacks. That is to say, there are no attacks
when σ(t) = 0 and, when σ(t) = 1, the original signals
{x(tk), x(tk−1)} are replaced by the attacker as a set of
aggressive signals {f(x(tk)), f(x(tk−1))}.
Therefore, similarly to what is done in related works, see
e.g. (Wang et al., 2020), the following assumption is made.

Assumption 4. The mathematical expectation σ̄ of σ(t) is
assumed to be known (i.e. E(σ(t)) = σ̄), and f(x(tk)) is
assumed to satisfy:

||f(x(tk))||2 ≤ ||Gx(tk)||2 (6)

where G is a known matrix representing the upper bound
of the nonlinearity f(.).

Substituting (5) into (1), yields the expression of the
closed-loop dynamics:

ẋ(t)=

2∑
i=1

2∑
j=1

ςi(x(tk))ςj(f(x(tk)))
(
Ax(t)

+σ(t)BKjf(x(t−τ(t))

+(1−σ(t))BKi(x(t−τ(t))+e(tk−j+1))
)

(7)

Problem statement. The goal of this work is to provide
LMI-based conditions for the design of the gains matrices
K1 and K2 of the fuzzy weighting event-triggered con-
troller (5), minimizing the number of redundant released
packets, such that the closed-loop dynamics (7) is globally
asymptotically stable and resilient to bounded deception
attacks (see assumption 4).

3. MAIN RESULT

The following theorem summarizes the proposed LMI-
based conditions, satisfying the above problem statement.

Theorem 1. For given scalars τ2 ≥ τ1 > 0, ρ > 0, ϵ1 > 0,
ϵ2 > 0, δ, µ and σ̄, the closed-loop NCS (7) is globally
asymptotically stabilized by the networked controller (5),
subject to deception attack under assumption 4, under the
release instants defined by the FWMETM condition (2),

if there exist the real matrices, X > 0, P̃ > 0, Q̃1 > 0,
Q̃2 > 0, Q̃3 > 0, R̃1 > 0, R̃2 > 0, Ω̃1, Ω̃2, W̃, S̃11, S̃12, S̃13,
S̃22, S̃23, S̃33, L̃, K̃1 and K̃2 with appropriate dimensions
such that the following LMIs hold, ∀q ∈ I2 and ∀ℓ ∈ I4:

[
R̃2 W̃
W̃T R̃2

]
> 0, (8)

Φ̃ + Ξ̃q + Ψ̃ℓ +H
(
eT1P̃ e8 + EZℓ

)
< 0, (9)

where E = [ I 0 ϵ1I 0 0 0 0 ϵ2I 0 0 0 0 ]
T
,

Z1 =[AX 0 (1−σ̄)(1−µ)BK̃2 0 0 0 0−X

. . . 0 (1−µ)(1− σ̄)BK̃2 0 (1−µ)σ̄BK̃2 ],

Z2 =[AX 0 (1−σ̄)(1−µ)BK̃2 0 0 0 0−X

. . . 0 (1−µ)(1− σ̄)BK̃2 µσ̄BK̃1 σ̄BK̃2 ],
Z3 =[AX 0 (1−σ̄)B(µK̃1+K̃2) 0 0 0 0−X

. . . µ(1−σ̄)BK̃1 (1− σ̄)BK̃2 0 (1−µ)σ̄BK̃2 ],

Z4 =
[
AX 0 (1−σ̄)B(µK̃1+K̃2) 0 0 0 0−X

. . . µ(1−σ̄)BK̃1 (1−µ)(1−σ̄)BK̃2 µσ̄BK̃1 σ̄BK̃2 ],

Φ̃ = eT1Q̃1e1 − eT2Q̃1e2 − eT4Q̃2e4 + χT
0R̃1χ0

+ eT8(τ
2
1 R̃1+(τ2−τ1)

2R̃2)e8−
[
χ1

χ2

]T[R̃2 W̃
∗ R̃2

][
χ1

χ2

]
,

Ξ̃1 =−
¯
χT
3

[
S̃11 S̃12 S̃13

∗ S̃22 S̃23

∗ ∗ S̃33

]

¯
χ3 +

1

τ1

[
e1
e3

]T[−L̃ L̃

∗ −L̃

][
e1
e3

]

+ (τ2 − τ1)

(
H
(
¯
χT
3

[
S̃11 S̃12 S̃13

∗ S̃22 S̃23

∗ ∗ S̃33

]
χ4

)
+ eT8L̃e8

)
,

Ξ̃2 =− χ̄T
3

[
S̃11 S̃12 S̃13

∗ S̃22 S̃23

∗ ∗ S̃33

]
χ̄3 +

1

τ2

[
e1
e3

]T[−L̃ L̃

∗ −L̃

][
e1
e3

]
,

Ψ̃1=Ψ̃3=(1− µ)ρeT3Ω̃2e3 +(1− µ)ρeT3Ω̃2e10

+2σ̄eT3G
TGe3+σ̄H(eT3G

TGe9)+σ̄H(eT3G
TGe10)

−σ̄eT9G
TGe9+σ̄eT10G

TGe10−σ̄eT11e11−σ̄eT12e12

+(ρ−1)(1− µ)eT10Ω̃2e10,

Ψ̃2=Ψ̃4=µρeT3Ω̃1e3+ρeT3Ω̃2e3+µρeT3Ω̃1e9 +ρeT3 Ω̃2e10

+2σ̄eT3 G
TGe3+σ̄H(eT3 G

TGe9)+σ̄H(eT3 G
TGe10)

−σ̄eT9 G
TGe9+σ̄eT10G

TGe10−σ̄eT11e11−σ̄eT12e12

+(ρ−1)µeT9 Ω̃1e9+(ρ−1)eT10Ω̃2e10,

χ0 =

[
e1−e2

e1+e2−2e5

]
, χ1 =

[
e2−e3

e2+e3−2e6

]
,

χ2=

[
e3−e4

e3+e4−2e7

]
,
¯
χ3=

[
e1
τ1e5

(τ2−τ1)e7

]
, χ̄3=

[
e1
τ1e5

(τ2−τ1)e6

]
,

χ4=

[
e8

e1−e2
e2−e4

]
and R̃i =

[
R̃i 0

0 3R̃i

]
, i∈I2.

In that case, the gain matrices of the networked controller
(5) are given by K1 = K̃1X

−1 and K2 = K̃2X
−1, and

the weighting matrix of the FWMETM instant released
condition (2) by Ω1=X−T Ω̃1X

−1 and Ω2=X−T Ω̃2X
−1.

Proof 1. Let us consider the following delay-dependent
LKF candidate:

V (t)=V1(t)+V2(t)+V3(t) (10)

where V1(t)=xT(t)Px(t), and:

V2(t)=

∫ t

t−τ1
xT(s)Q1x(s)ds+

∫ t

t−τ(t)
xT(s)Q2x(s)ds

+τ1

∫ 0

−τ1

∫ t

t+θ

ẋT(s)R1ẋ(s)dsdθ

+(τ2−τ1)

∫ −τ1

−τ2

∫ t

t+θ

ẋT(s)R2ẋ(s)dsdθ,
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V3(t)=(τ2−τ(t))

(
θT(t)Sθ(t)+

∫ t

t−τ(t)
ẋT(s)Lẋ(s)ds

)
,

with θ(t) = col
{
x(t),

∫ t

t−τ1
x(s)ds,

∫ t−τ1
t−τ2

x(s)ds
}
.

The LKF candidate (10) is positive if P , Q1, Q2, Q3, R1,
R2, S and L are all positive definite matrices. In this case,
the closed-loop system (7) subject to the deception attack
is asymptotically stable if:

E{V̇ (t)} = E{V̇1(t) + V̇2(t) + V̇3(t)} < 0 (11)

Let us define:

ζ=col
{
x(t), x(t−τ1), x(t−τ(t)), x(t−τ2),

1

τ1

∫ t

t−τ1
x(s)ds,

1

τ(t)−τ1

∫ t−τ1

t−τ(t)
x(s)ds,

1

τ2−τ(t)

∫ t−τ(t)

t−τ2
x(s)ds,

ẋ(t), e(tk), e(tk−1), f(x(tk)), f(x(tk−1))
}

Yields the time-derivative of V1(t):

V̇1(t)=2xT (t)Pẋ(t)=ζTH(eT1Pe8)ζ (12)

Next, the time-derivative of V2(t) is given by:

V̇2(t)= ẋT(t)
(
τ21R1+(τ2−τ1)

2R2

)
ẋ(t)+xT(t)Q1x(t)

−xT(t−τ1)Q1x(t−τ1)−xT(t−τ2)Q2x(t−τ2)

−τ1

∫ t

t−τ1
ẋT(s)R1ẋ(s)ds−(τ2−τ1)

∫ t−τ1

t−τ2
ẋT(s)R2ẋ(s)ds

(13)

From the extended Wirtinger inequality (Park et al.,
2015), we can write:

−τ1

∫ t

t−τ1
ẋT(s)R1ẋ(s)ds≤−ζTχT

0R1χ0ζ, (14)

−(τ2−τ1)

∫ t−τ1

t−τ2

ẋT(s)R2ẋ(s)ds

≤−ζT
(

1

α(t)
χT
1R2χ1−

1

1−α(t)
χT
2R2χ2

)
ζ,

(15)

with Ri=
[
Ri 0
0 3Ri

]
, i∈I2, α(t)= τ(t)−τ1

τ2−τ1
, and with χ0, χ1

and χ2 defined in Theorem 1.

Providing that
[
R2 W
∗ R2

]
> 0 (granted by congruence from

(8)), we apply the reciprocally convex approach (see The-
orem 1 in (Park et al., 2011)) such that:

−(τ2−τ1)

∫ t−τ1

t−τ2
ẋT(s)R2ẋ(s)ds≤ζT

[
χ1

χ2

]T[R2 W
∗ R2

][
χ1

χ2

]
ζ (16)

That is to say:

V̇2(t)≤ζTΦζ (17)

with Φ= eT1Q1e1−eT2Q1e2−eT4Q2e4+χT
0R1χ0+eT8(τ

2
1R1+

(τ2−τ1)
2R2)e8−

[
χ1

χ2

]T[R2 W
∗ R2

][
χ1

χ2

]
.

Now, taking the time-derivative of V3(t), we get:

V̇3(t)=−θT(t)Sθ(t)−
∫ t

t−τ(t)
ẋT(s)Lẋ(s)ds

+(τ2−τ(t))(2θT(t)Sθ̇(t)+ẋT(t)Lẋ(t))

(18)

Applying Jensen’s inequality, we get:

V̇3(t)≤ζTΞ(τ(t))ζ (19)

with Ξ(τ(t))=−χT
3

[
S11 S12 S13

∗ S22 S23

∗ ∗ S33

]
χ3+

1
τ1

[
e1
e3

]T[−L L
∗ −L

][
e1
e3

]
+(τ2−

τ(t))

(
H

(
χT
3

[
S11 S12 S13

∗ S22 S23

∗ ∗ S33

]
χ4

)
+eT8Le8

)
,

χ3=

[
e1
τ1e5

(τ(t)−τ1)e6+(τ2−τ(t))e7

]
and χ4 defined above.

From (12), (17) and (19), we can write:

V̇ (t)≤ζT(H(eT1Pe8)+Φ+Ξ(τ(t)))ζ (20)

Moreover, let us rewrite the closed-loop dynamics (7) as
G(σ(t), tk)ζ=0 with:

G(σ(t),tk)=
[
A 0 (1−σ(t))B(ς1(x(tk))K1+ς2(x(tk))K2)

. . . 0 0 0 0−I ς1(x(tk))(1−σ(t))BK1 ς2(x(tk))(1−σ(t))BK2

. . . ς1(f(x(tk)))σ(t)BK1 ς2(f(x(tk)))σ(t)BK2

]
.

Therefore, applying the Finsler’s Lemma (Skelton et al.,

1998), V̇ (t) < 0 holds if there exists T ∈R12n×n such that:

ζT
(
Φ+Ξ(τ(t)+H(eT1Pe8+T G(σ(t), tk))

)
ζ <0 (21)

Then, in order to take into account the event-triggering
condition (2) and the deception attack condition (6), ∀t ∈
Il, the inequality (21) is satisfied if:

ζT(Φ+Ξ(τ(t)+H(eT1Pe8+T G(σ(t), tk)))ζ

+
2∑

i=1

ςi(x(tk))(ρx
T(tk−i+1)Ωix(tk−i+1)−eT(tk−i+1)Ωie(tk−i+1))

+σ(t)(x(t−τ(t)) + e(tk))
TGTG(x(t−τ(t)) + e(tk))

+σ(t)(x(t−τ(t)) + e(tk−1))
TGTG(x(t−τ(t)) + e(tk−1))

−σ(t)(fT(x(tk)f(x(tk))− fT(x(tk−1)f(x(tk−1))) < 0
(22)

Since x(tk−i+1)=x(t−τ(t))+e(tk−i+1) and E(σ(t)) = σ̄, the
inequality (11) is satisfied if, ∀ζ ̸= 0:

Φ+Ξ(t)+H(eT1Pe8+T G(σ̄, tk))+Ψ(σ̄, tk) <0 (23)

with Ψ(σ̄,tk)= ς1(x(tk))ρe
T
3Ω1e3+ς2(x(tk))ρe

T
3Ω2e3

+ς1(x(tk))ρe
T
3Ω1e9 + ς2(x(tk))ρe

T
3Ω2e10 + 2σ̄eT3G

TGe3
+σ̄H(eT3G

TGe9)+σ̄H(eT3G
TGe10)−σ̄eT9GTGe9+σ̄e

T
10G

TGe10
−σ̄eT11e11 − σ̄eT12e12+(ρ−1)ς1(x(tk))e

T
9Ω1e9

+(ρ−1)ς2(x(tk))e
T
10Ω2e10.

To cope with the product T G(σ̄, tk) let X ∈ Rn×n regu-

lar and T = [X−T 0 ϵ1X
−T 0 . . . 0 ϵ2X

−T 0 . . . 0]
T
. Then,

take the congruence of (23) by DX and make the changes

of variables P̃ = XTPX, Q̃1 = XTQ1X, Q̃2 = XTQ2X,
Q̃3 =XTQ3X, R̃1 =XTR1X, R̃2 =XTR2X, S̃ =XTSX,
L̃ = XTLX, Ω̃1 = XTΩ1X, Ω̃2 = XTΩ2X, W̃ = XTWX,
K̃1=K1X and K̃2=K2X. Finally, from the convexity of
the fuzzy weighting functions (3), with ς1(tk)∈ [0, µ] and
ς2(tk)∈ [1− µ, 1], we obtain the LMIs of Theorem 1. �

Remark 2. The conditions of Theorem 1 are not strictly
LMI because of some scalar parameters (ϵ1 and ϵ2 ).
Fortunately, the search for a solution is done offline. Hence,
these parameters can be tuned by grid search, as usually
done in many recent studies, see e.g. (Bourahala et al.,
2017; Cherifi et al., 2019; Bourahala et al., 2021).
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V3(t)=(τ2−τ(t))

(
θT(t)Sθ(t)+

∫ t

t−τ(t)
ẋT(s)Lẋ(s)ds

)
,

with θ(t) = col
{
x(t),

∫ t

t−τ1
x(s)ds,

∫ t−τ1
t−τ2

x(s)ds
}
.

The LKF candidate (10) is positive if P , Q1, Q2, Q3, R1,
R2, S and L are all positive definite matrices. In this case,
the closed-loop system (7) subject to the deception attack
is asymptotically stable if:

E{V̇ (t)} = E{V̇1(t) + V̇2(t) + V̇3(t)} < 0 (11)

Let us define:

ζ=col
{
x(t), x(t−τ1), x(t−τ(t)), x(t−τ2),

1

τ1

∫ t

t−τ1
x(s)ds,

1

τ(t)−τ1

∫ t−τ1

t−τ(t)
x(s)ds,

1

τ2−τ(t)

∫ t−τ(t)

t−τ2
x(s)ds,

ẋ(t), e(tk), e(tk−1), f(x(tk)), f(x(tk−1))
}

Yields the time-derivative of V1(t):

V̇1(t)=2xT (t)Pẋ(t)=ζTH(eT1Pe8)ζ (12)

Next, the time-derivative of V2(t) is given by:

V̇2(t)= ẋT(t)
(
τ21R1+(τ2−τ1)

2R2

)
ẋ(t)+xT(t)Q1x(t)

−xT(t−τ1)Q1x(t−τ1)−xT(t−τ2)Q2x(t−τ2)

−τ1

∫ t

t−τ1
ẋT(s)R1ẋ(s)ds−(τ2−τ1)

∫ t−τ1

t−τ2
ẋT(s)R2ẋ(s)ds

(13)

From the extended Wirtinger inequality (Park et al.,
2015), we can write:

−τ1

∫ t

t−τ1
ẋT(s)R1ẋ(s)ds≤−ζTχT

0R1χ0ζ, (14)

−(τ2−τ1)

∫ t−τ1

t−τ2

ẋT(s)R2ẋ(s)ds

≤−ζT
(

1

α(t)
χT
1R2χ1−

1

1−α(t)
χT
2R2χ2

)
ζ,

(15)

with Ri=
[
Ri 0
0 3Ri

]
, i∈I2, α(t)= τ(t)−τ1

τ2−τ1
, and with χ0, χ1

and χ2 defined in Theorem 1.

Providing that
[
R2 W
∗ R2

]
> 0 (granted by congruence from

(8)), we apply the reciprocally convex approach (see The-
orem 1 in (Park et al., 2011)) such that:

−(τ2−τ1)

∫ t−τ1

t−τ2
ẋT(s)R2ẋ(s)ds≤ζT

[
χ1

χ2

]T[R2 W
∗ R2

][
χ1

χ2

]
ζ (16)

That is to say:

V̇2(t)≤ζTΦζ (17)

with Φ= eT1Q1e1−eT2Q1e2−eT4Q2e4+χT
0R1χ0+eT8(τ

2
1R1+

(τ2−τ1)
2R2)e8−

[
χ1

χ2

]T[R2 W
∗ R2

][
χ1

χ2

]
.

Now, taking the time-derivative of V3(t), we get:

V̇3(t)=−θT(t)Sθ(t)−
∫ t

t−τ(t)
ẋT(s)Lẋ(s)ds

+(τ2−τ(t))(2θT(t)Sθ̇(t)+ẋT(t)Lẋ(t))

(18)

Applying Jensen’s inequality, we get:

V̇3(t)≤ζTΞ(τ(t))ζ (19)

with Ξ(τ(t))=−χT
3

[
S11 S12 S13

∗ S22 S23

∗ ∗ S33

]
χ3+

1
τ1

[
e1
e3

]T[−L L
∗ −L

][
e1
e3

]
+(τ2−

τ(t))

(
H

(
χT
3

[
S11 S12 S13

∗ S22 S23

∗ ∗ S33

]
χ4

)
+eT8Le8

)
,

χ3=

[
e1
τ1e5

(τ(t)−τ1)e6+(τ2−τ(t))e7

]
and χ4 defined above.

From (12), (17) and (19), we can write:

V̇ (t)≤ζT(H(eT1Pe8)+Φ+Ξ(τ(t)))ζ (20)

Moreover, let us rewrite the closed-loop dynamics (7) as
G(σ(t), tk)ζ=0 with:

G(σ(t),tk)=
[
A 0 (1−σ(t))B(ς1(x(tk))K1+ς2(x(tk))K2)

. . . 0 0 0 0−I ς1(x(tk))(1−σ(t))BK1 ς2(x(tk))(1−σ(t))BK2

. . . ς1(f(x(tk)))σ(t)BK1 ς2(f(x(tk)))σ(t)BK2

]
.

Therefore, applying the Finsler’s Lemma (Skelton et al.,

1998), V̇ (t) < 0 holds if there exists T ∈R12n×n such that:

ζT
(
Φ+Ξ(τ(t)+H(eT1Pe8+T G(σ(t), tk))

)
ζ <0 (21)

Then, in order to take into account the event-triggering
condition (2) and the deception attack condition (6), ∀t ∈
Il, the inequality (21) is satisfied if:

ζT(Φ+Ξ(τ(t)+H(eT1Pe8+T G(σ(t), tk)))ζ

+
2∑

i=1

ςi(x(tk))(ρx
T(tk−i+1)Ωix(tk−i+1)−eT(tk−i+1)Ωie(tk−i+1))

+σ(t)(x(t−τ(t)) + e(tk))
TGTG(x(t−τ(t)) + e(tk))

+σ(t)(x(t−τ(t)) + e(tk−1))
TGTG(x(t−τ(t)) + e(tk−1))

−σ(t)(fT(x(tk)f(x(tk))− fT(x(tk−1)f(x(tk−1))) < 0
(22)

Since x(tk−i+1)=x(t−τ(t))+e(tk−i+1) and E(σ(t)) = σ̄, the
inequality (11) is satisfied if, ∀ζ ̸= 0:

Φ+Ξ(t)+H(eT1Pe8+T G(σ̄, tk))+Ψ(σ̄, tk) <0 (23)

with Ψ(σ̄,tk)= ς1(x(tk))ρe
T
3Ω1e3+ς2(x(tk))ρe

T
3Ω2e3

+ς1(x(tk))ρe
T
3Ω1e9 + ς2(x(tk))ρe

T
3Ω2e10 + 2σ̄eT3G

TGe3
+σ̄H(eT3G

TGe9)+σ̄H(eT3G
TGe10)−σ̄eT9GTGe9+σ̄e

T
10G

TGe10
−σ̄eT11e11 − σ̄eT12e12+(ρ−1)ς1(x(tk))e

T
9Ω1e9

+(ρ−1)ς2(x(tk))e
T
10Ω2e10.

To cope with the product T G(σ̄, tk) let X ∈ Rn×n regu-

lar and T = [X−T 0 ϵ1X
−T 0 . . . 0 ϵ2X

−T 0 . . . 0]
T
. Then,

take the congruence of (23) by DX and make the changes

of variables P̃ = XTPX, Q̃1 = XTQ1X, Q̃2 = XTQ2X,
Q̃3 =XTQ3X, R̃1 =XTR1X, R̃2 =XTR2X, S̃ =XTSX,
L̃ = XTLX, Ω̃1 = XTΩ1X, Ω̃2 = XTΩ2X, W̃ = XTWX,
K̃1=K1X and K̃2=K2X. Finally, from the convexity of
the fuzzy weighting functions (3), with ς1(tk)∈ [0, µ] and
ς2(tk)∈ [1− µ, 1], we obtain the LMIs of Theorem 1. �

Remark 2. The conditions of Theorem 1 are not strictly
LMI because of some scalar parameters (ϵ1 and ϵ2 ).
Fortunately, the search for a solution is done offline. Hence,
these parameters can be tuned by grid search, as usually
done in many recent studies, see e.g. (Bourahala et al.,
2017; Cherifi et al., 2019; Bourahala et al., 2021).

4. ILLUSTRATIVE EXAMPLE

In order to illustrate the effectiveness of the proposed
FWMETM strategy and networked controller design con-
ditions, let us consider a fourth-order numerical example,
drawn from the benchmark of a quarter-car active suspen-
sion system with 2 degrees of freedom (Wang et al., 2019),
which state space model (1) is specified by:

A=




0 1 0 −1
−43.9054 −1.1254 0 1.1254

0 0 0 1
374.7368 9.6053 −886.9737 −9.7333


, B=




0
0.0010

0
−0.0088




To show the effectiveness of the proposed FWMETM and
the control design method, two cases are proposed in the
sequel. In the first case, we assume that the NCS is not
subject to deception attacks. Then, in the second case, we
assume randomly occurring attacks.

Case 1. Suppose that there are no deception attacks
occurring (i.e. σ̄ = 0). Setting the parameters µ = 0.01,
ϵ1 =10.5, ϵ2 =0.2 and ρ=0.2, the conditions of Theorem
1 have been solved via the Matlab LMI Toolbox and
provide a maximal value of τ2 = 59ms, as well as the
following sampled-data controller (5) gains matrices and
the FWMETM (2) triggering weighting matrix:

K1

K2


=


−55.8362 −5.0521 136.3133 13.0104
6684.72 30.8227 −15008.5 294.459


,

Ω1=109 ×




2777.41 63.0872 −6324.45 −41.8167
63.0872 2.23814 −145.793 −3.49797
−6324.45 −145.793 14432.65 1.45836
−41.8167 −3.49797 101.458 8.82727


 ,

Ω2=109 ×




1144.56 5.75108 −2569.19 48.8140
5.75108 0.04715 −12.9479 0.19008
−2569.19 −12.9479 5770.91 −109.523
48.8140 0.19008 −109.523 2.26406


 .

Assuming h = 10ms, the allowed maximal network-
induced delay is τ̄ = τ2−h = 49ms. A simulation of the
designed closed-loop NCS (7) is performed with the ini-

tial condition x0 = [ −0.20.3−0.30.2 ]
T
, under the designed

release condition (2). Fig. 2 depicts the closed-loop state
trajectories, the evolution of the fuzzy weighting functions
and the obtained event-triggering intervals at their release
instants. The designed NCS is properly stabilized and
achieved the origin in less than 30 s. Moreover, recall that
we also aim at avoiding unnecessary transmissions in the
designed NCS. Table 1 lists the Transmitted Packets Num-
ber (TPN) and the Transmission Rate (TR) obtained from
the application of Theorem 1 and previous related results
from the literature. We observe that, among all the tested
results, Theorem 1 provides the most relaxed results. This
confirms the effectiveness and the conservatism improve-
ment of the proposed FWMETM strategy and controller
design for NCS.

Table 1. Comparison of the AVI and TPN

Methods TPN RT

Th. 1 (t∈ [0, 30], h = 0.01) 510 17.00%
(Viadero-Monasterio et al., 2022) (t∈ [0, 10]) 126 18.4%
(Rouamel et al., 2021) (t∈ [0, 30], h = 0.01) 756 25.22%
(Yang et al., 2021) (t∈ [0, 5], h = 0.01) 176 35.20%
(Guan et al., 2018) (t∈ [0, 5], h = 0.01) 207 41.40%
(Fei et al., 2019) (t∈ [0, 3], h = 0.005) 253 42.20%
(Zhang et al., 2015) (t∈ [0, 3], h = 0.005) 280 46.60%

Case 2. Consider now that the NCS faced randomly
occurring deception attacks satisfying assumption 4 with:
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Fig. 2. States trajectories, fuzzy weighting memory func-
tions, release instants and intervals, Case 1.

f(x(tk)) =



tanh(0.05x1(tk))
−tanh(0.1x2(tk))
tanh(0.05x3(tk))
−tanh(0.1x4(tk))


, G =



0.05 0 0 0
0 0.1 0 0
0 0 0.05 0
0 0 0 0.1


.

To show the influence of the deception attacks on the
system’s performances, the conditions of Theorem 1 have
been solved for different values of σ̄. Table 2 lists the
number of packets released and the transmission rate
obtained in simulation with these different values. It is
to be noticed that the transmission rate increases slightly
with the increase of the probability σ̄. Moreover, with
σ̄ = 0.3, meaning that about 30% of the control actions
are attacked, the controller (5) gains and the FWMETM
(2) triggering parameters obtained from Theorem 1 are:

K1

K2


=


5103.22 91.0184 −11588.6 4.93982
5709.68 124.404 −13007.4 −68.2397


,

Ω1 =




1018.72 18.9115 −2313.54 −1.48633
18.9115 0.67639 −43.5797 −1.08490
−2313.54 −43.5797 5258.93 5.32249
−1.48633 −1.08490 5.32249 3.45823


 ,

Ω2 =




1431.95 31.1386 −3261.88 −16.9204
31.1386 0.68411 −70.9491 −0.38993
−3261.88 −70.9491 7430.91 38.5858
−16.9204 −0.38993 38.5858 0.27179


 .

Table 2. Comparison of the AVI and TPN

Methods σ̄ = 0 σ̄ = 0.05 σ̄ = 0.1 σ̄ = 0.3

TPN 510 529 531 553
RT 17.00% 17.63% 17.70% 18.43%

With the same initial conditions as in Case 1, Fig. 3
shows the state trajectories, the evolution of the fuzzy
weighting memory functions, the release instants and
intervals and the occurrence function of the deception
attacks. We observe that the NCS is properly stabilized
despite the occurrence of deception attacks. This confirms
the effectiveness of our proposal.

5. CONCLUSION

In this paper, a fuzzy weighted memory event-triggered
mechanism (FWMETM) is proposed to mitigate the net-
work loads in sampled-data controller design for NCSs
subject to network-induced delay and deception attack.
The proposed triggering condition involves the informa-
tion of the actual sampled-data packet, as well as the
previous packets (memory), blended together through the
proposed fuzzy weighting memory functions. The goal was
to reduce the number of unnecessary transmissions, and
so to save network bandwidth, with guaranteed closed-
loop stability. Hence, based on the proposed FWMETM
and on the choice of a suitable LKF, new networked state



50	 Mohamed Rouamel  et al. / IFAC PapersOnLine 55-15 (2022) 45–50

0 5 10 15 20 25 30

-2

0

2

4

S
ta

te
 t
ra

je
c
to

ri
e
s

0

0.2

0.4

R
e
le

a
s
e
 i
n
s
ta

n
ts

 a
n
d
 i
n
tt
e
rv

a
ls

 (
s
)

0 5 10 15 20 25 30

0 5 10 15 20 25 30
0

0.5

1

F
u
z
z
y
 w

e
ig

h
ti
n
g
 

m
e
m

o
ry

 f
u
n
c
ti
o
n
s

0 5 10 15 20 25 30

Time (s)

0

0.5

1

O
c
c
u
re

n
c
e
 f
u
n
c
ti
o
n

o
f 
th

e
 d

e
c
e
p
ti
o
n
 a

tt
a
c
k

Fig. 3. States trajectories, fuzzy weighting memory func-
tions, release instants and intervals, deception attacks,
Case2 with σ̄ = 0.3.

feedback sampled-data controllers design conditions have
been proposed. A numerical example has been considered
to illustrate the effectiveness of the proposed design condi-
tions and the improvements raised with regard to previous
related studies from the literature. Our future prospects
aim at extended the present proposal to deal with nonlin-
ear systems represented by Takagi-Sugeno models.
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